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Summary

The purpose of this guide is to provide Activelmage Protector (the “product”)
users with a quick reference to assist in activating the product (2022 Virtual). Note
that the product activation process requires information that you will receive from
other sources. If you encounter any problems with product activation, please refer
to the support contacts provided.

For more information about the product, please refer to the webhelp
at https://webhelp.actiphy.com/AIP/2022/en US/help/ .

Introduction

This guide explains the steps required for activating Activelmage Protector 2022
Virtual. There are 2 ways to activate the product.

- Activate your product online

- Activate your product via AAS (offline procedure)
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Precaution

Unlike other editions of the product, an Activelmage Protector 2022 Virtual
license consists of two product keys: A HyperAgent key and Guest key. The
HyperAgent key is used to install Activelmage Protector on a Windows machine
(host) for Hyper-V or ESXI for agentless backup use. The Guest key is used to
install Activelmage Protector on each backup target VM for agent-based backup
use.

When activating the product, you first need to install Activelmage Protector with
a HyperAgent key on a Windows machine which can access the hypervisor where
the backup target VMs are running. Follow the steps below to activate the product
and register the hypervisor. Note: Even if you plan to only run agent-based
backups for each target VM, registering the hypervisor is still necessary.
Then, install Activelmage Protector on each backup target VM using a Guest key
to activate the product.

1. Activate your product online

Install the product with a HyperAgent key on a machine which is connected to
the internet and can access the hypervisor on which backup target VMs are
running, the product will be activated online by default after the installation
completes. To check the activation status any time, Go to [Help] > [License].

A} Activelmage Protector == -

Operation View Preferences Utilities Help

I¥ win2012r2-hyv-d

g Dashboard License Authentication

‘ Backup
o This product key is activated.
@ Standby Product Key:

Product Description:  Activelmage Protector 2022 Virtual

£ Reload License

Authenticaiton Method: Online Activation
‘ Recovery License Type:  Purchased
Support Valid Until: 2/18/2023 1:47:00 PM
Fj Image Manage... Last Successful Authenticaiten: 2/18/2022 1:47:00 PM
Must communicate again: 3/20/2022 1:47:00 PM
Activation Type:  Computer-and-hypervisor-based

& Virtualization

Total license: 1
This Computer(HyperAgent Self): 1/1
== Utilities Hypervisor: 071

License Authentication and Activation Options

-
¥ Local Host | & online Activation & Onine |

Host Name:  win2012r2-hyv-d ¥ Actiphy Authenticaion Service Authenticaion €3 AAS not detected
Domain:

IP Address:

LogonUser:  Administrator

RescueBoot:  Un-enabled

Mounted: No

Task: Mone

= Close
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After activating the product with the HyperAgent key, please register the
hypervisor. Go to [Preferences] > [Hypervisor], then click [Add hypervisor].

[ B3]

@ General O Host Name Type Version IP Address State
Iﬂ Proxy
Motification
¥ Deduplication
& Aert

@ Console

L HyperBack
& Hypervisor
@ Online Portal

[ Remove ][ Test Connection ] Add Hypervisor... I

OK Cancel

Confirm that the [Agentless backup] option listed in the [Configure hypervisor
role:] is ticked, then click [OK].

Microsoft Hyper-¥Y E

Select Hypervisor Type
WiAdware ESXi

Microsoft Hyper-Y

HAUTTTITITSOIracuT

Domain

Configure hypervisor role:
I Agentless bakcup I
Please enter login credential that is valid for both Hyper Agent
(this) machine and Microsoft Hyper-Y machine,
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After confirming the registered hypervisor information, click [Apply] then [OK].

Preference @
) General O Host Name Type Version IP Address State
L-j Prasy WIN2012R2-HYV-D Hyper-V  Microsoft .. 127.0.0.1 connected

[=] Motification
| Deduplication
G Alert

@ Console

& HyperBack
(1 Hypervisor
@ Online Portal

[ Remove JL Test Connection

e

[ Add Hypervisor... ]

Cancel

After registering the hypervisor, and you would prefer to run agent-based
backups, please use a Guest key for each of the installations on the individual
VMs. The product will be activated online by default after each of the installations.

When your product key has expired or has been changed, Go to [Help] >
[License] > [Online Activation] to enter a valid product key in the Product Key
text box and click the [Activation] button to re-activate the product online.

_I:I-

A} Activelmage Protector

Operation View Preferences Utilities Help

" win2012r2-hyv-d

B Dashboard
‘ Backup
Standby

‘ Recovery

hl Image Manage...

W& Virtualization
& Utilities

¥ Local Host

Heost Name: win2012e2-hyv-d
Domain:
1P Address:
Logon User:  Administratar
RescueBoot:  Un-enabled
Mounted: Mo
Task: None

0.0% "

License Authentication

o This product key is activated.

Product Key:
Product Description:
Authenticaiton Method:
License Type:

Support Valid Until:

Last Successful Authenticaiton:
Must cemmunicate again:

Activation Type:

License Authentication and Activation Options

A Online Activation

O Reload License

Activelmage Protector 2022 Virtual
Online Activation

Purchased

2/18/2023 1:47:00 PM

2/18/2022 1:47:00 PM

3/20/2022 1:47:00 PM
Computer-and-hypervisor-based
Total license: 1

This Computer{HyperAgent Self): 1/1
Hypenvisor: 0/1

& Online

To anline activate with new product key, please enter product key below.

precuc ko [

¥) Actiphy Authenticaion Service Authenticaion

[ Activation |

€3 AASnot detected

Close
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If online activation was unsuccessful, there are several possible reasons:

(1). A firewall may be blocking access to the Actiphy activation server. If possible,
temporarily disable your firewall and then retry the activation.

(2). You may need to whitelist the Actiphy activation server website, if this is the
case, please send an email to our distributors/resellers in your region to get the
activation server information.

(3). Your internet connection may be off-line or disconnected. If so, try again after
reconnecting to the internet.

2. Activate your product via AAS

If you do not have an Internet connection available for the activation, you can
perform an offline activation via Actiphy Authentication Service (AAS).

AAS is a dedicated license authentication server for Actiphy’s products including
Activelmage Protector. AAS can be installed on a Windows machine (Windows
10(64bit) / Windows Server 2012 R2 or later) in order to activate the product. If
no Windows machine is available to install AAS, please refer to “AAS Docker
Container Guide” to install an AAS Docker on a Linux machine in order to activate
the product.

>>Step 1 Download the AAS program from the following link. Before you start
installing AAS, it is important that you review the system requirements.

www.actiphy.com/en-us/aasprogram

>> Step 2 Double-click on the .exe file to run the installer, select [Default
Install -Install Actiphy Authentication Service] and click [Install].
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) Actiphy

Actiphy Authentication Service (AAS)

Version 2.0.1.357

Actiphy Authentication Service will be installed to following location:

[-]

Setup requires up to 186MB of available disk capacity.

Choose the type of installation

Default Install

Install Actiphy A ntication Service
() AAS Docker Image

Push AAS docker image on a remote server

¢ clicking the *Install* button, | acknowledge that | accept the
License Terms and Privacy Statement.

Can(e'

>>Step 3 Boot AAS after the installation and select “Server Mode”. The URL for
obtaining the license bundle will be displayed.

Copy this URL and save it to the clipboard (or save it to a file). Then, paste the
URL into the browser of a machine with an internet connection to connect to
the Actiphy License Server.

Actiphy Authentication Service (AAS)

Welcome to Actiphy Authentication Service (AAS)

This is a general purpose Offline License Server for compatible Actiphy products on the local network.

Please specify operation mode of the AAS:
You may change the operation mode at any time from the preferences after install.

® Server Mode s Issue URL

er_actiphy. con,

@ Proxy mode

The A era pro and relays traffi
Actiphy’s Online Activation 'on behalf of
Products that do not have direct access to the internet.
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>>Step 4 Register your email address to receive the license bundle file.

SUPPORTED LANGUReEs: P15 @
Pre-requisites
S ) o _
Please confirm [©) Actiphy Authentication Service (AAS)
that you are
human ! License Bundle Request Form

Your offline license bundle will be emailed to you.
Please enter your contact e-mail address:

example@domain.com

I'm not a robot

Verify

Copyright 2022 by Actiphy, Inc. All Rights Reserved.

>>Step 5 Enter the HyperAgent key and Guest key into the frame, click [Add
Product Keys].

Step 1
1) Actiphy Authentication Service (AAS)

Use Actiphy Authentication
Service (AAS) to issue
Offline Bundle Request URL License Bundle Request Form

Configuring for Actiphy Authentication Service
Step 2
Last bundle issued for this Actiphy Authentication Service: 2022-02-25 11:08:28 UTG+9

To Load Additional ProduCt | g everseense ecovery codes || © Recover Uused Liesnsea

Keys, enter keys below: Bundle . . Key
. = 2 Product Key Product Options Licenses Type
et ey A Al Vopeangent ey i 12 Surents 871 Wilcates [ T8 /1 totrar vy Pohnend
& meiie ] velrage Polacle O o 0/ o atinter 0| £ o o 03 Pt
Use this to allocate license T
Step 3

Select one or more Product
Keys, and press bundle !

>>Step 6 Select/Input a number of licenses which you have and need to
activate via AAS then click [Allocate License].

If you have 1 Activelmage Protector 2022 Virtual license, you can back up 1 host

(hypervisor) and unlimited VMs running on the host (hypervisor). In this case,
select/input "1 "(HyperAgent key) and “1000” (Guest key) separately, then click
[Allocate License].

© Copyright 2022 Actiphy, Inc. All Rights Reserved.



SUPPORTED Laneiisis: T S o

Step 1
Lﬁ;] Actiphy Authentication Service (AAS)

Use Actiphy Authentication

Service (AAS) to issue
License Bundle Request Form

Offline Bundle Request URL
Configuring for Actiphy Authentication Service
Step 2
Last bundle issued for this Actiphy Authentication Service: 2022-02-25 11:08:28 UTC+9
To Load Additional Product [ @8 Entar licansa racovery codes || D Recover Unused Licanses (2)
. Key .
Licenses Type Region

Keys, enter keys below: o Bun;!le Product Key Product Options
" Rovaraaent Beett Viriial Tor i Currentz 0/ 1 Allocates [ 1]/ 1 (0tber )

wmirose [ &7 oo S Mot rer
e
et ivelnage Protector 1022 Secver Linu Current: B f oo Allocate: [ 1000 | / 1000 (Dther 0)

¥irtial far Guest (€ for ¥irtual

States

Purchassd  fegion United
ey States

Purchased  Region United
Ky

B wsilsble

+ Allacate License

Add Product Keys

Step 3

Select one or more Product
Keys, and press bundle !

>>Step 7 Select the product key(s) and click [Bundle!]. A pop-up message is
then displayed. After confirming the message, click [OK].

seeron Lanuses; IS -

Step 1
() Actiphy Authentication Service (AAS)

Use Actiphy Authentication

Service (AAS) to issue
License Bundle Request Form

Offline Bundle Request URL
Configuring for Actiphy Authentication Service
Step 2
Last bundle issued for this Actiphy Authentication Service: 2022-02-25 11:08:28 UTC+9
To Load Additional Product g euiericense recovery codss | [ © Recover Unused Lcenses @ |
Product Options Licenses TKye;;; Region

Keys, enter keys below:
S Y [u} Bun.’dle Product Key
e for Ourrent: 171 Allccster [ 0 | /0 (other 0y Purchased Reein nited

At | velmage P i
wivete Y 543 ST W 0 e

fek el Protector 2022 Se Lirnx . . 0 Purchesed
soitenle [ 0" G o i Ourrant: 1000 / o0 Mlecater |0 |/ 1000 touner 0) PO

Add Product Keys ‘

Step 3

Region United
Slates

+ Alocats License

Select one or more Product
Keys, and press bundle !

||

keymaster.actiphy.com says
This will make license allocation permanent and non-undoable without

license recovery codes. Do you wish to continue ?
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>>Step 8 Click [Download] and the complete license bundle file will be sent to
the email address specified.

Step 1

Use Actiphy Authertication Actiphy Authentication Service (AAS)
Service (AAS) to issue
Offline Bundle Request URL License Bundle Request Form
Configuring for Actiphy Authentication Service
Step 2
Last bundle issued for this Actiphy Authentication Service: 2022-02-25 11:08:28 UTC+9

To Load Additional Product g e ieemse rscover eotes 21| © Recover Unised Uicerses
Key

Keys, enter keys below: . . .
é Burl)dle Product Key Product Options Licenses Type Region
| ot W 0 ror Durrenk: 171 Allosate: £ (tver 1y Porghused Region tiied
Bt A e L Currents 1000 / =2 Allocstes £ 1000 (@er o) | Purhased | Recien thited

Step 3

Select one or more Product
Keys, and press bundle !

Bundle |

Step 4

Download License Bundle

Copyright 2022 by Actiphy, Inc. All Rights Reserved.

>> Step 9 Import the bundle file received by email to AAS and click [Done].

Actiphy Authentication Service (AAS)

Welcome to Actiphy Authentication Service (AAS)

This is a general purpose Offline License Server for compatible Actiphy products on the local network.

Please specify operation mode of the AAS:
You may change the operation mode at any time from the preferences after install.

@ Server Mode

The AAS operates in License Server Mode, and ctiphy . com/rlb/GbfcTx0D1sqhxx@Kcd_QQvdp2B6vl-13

performs License Management on a closed network. 9WWh7r1m33Wvt JKVMICPTqlCIUCIEMI tvgzOIxVio7 Fc TYNZWIDUNS Tze 7DUFbG1vN

License Bundle issued at the URL shown on the right is tC20H7ri2MG1iXWLhshhVKb71ELL_8aQZMO7KvEXVEZayhjumb6@3aHdsCyEOVTaRr

required to enable this mode. 399uQNID7GCENT7bKW7 rsmic2LhGIKNEFLNBNON250RLSC-GizAEGCNTCUOS -2nhD-5
F05 gNWWAAYULHXSDO TmX_AYXMi8U91qRGSv1alU_av2YnztxW8IGocyz0

JvgDnhPcovgi3UNzGyDX9glEdOBXIrWdXNziCSNYHXEFYI6]7w11pl6XW1b8bsMupa

TyhCGUEeaw15t41 cXKHUEKWISPAZZkRupBNS JHCACS IONHS0UKHEVRO1X 52 TYS1RN

@ Proxy mode

The AAS operates in proxy mode and relays traffic to

Actiphy’s Online Activation server on behalf of Actiphy Import License Bundle

Products that do not have direct access to the internet.

LicenseBundle aiplicensebundle (8 96 KB)

© Copyright 2022 Actiphy, Inc. All Rights Reserved. 9



>> Step 10 After importing the license bundle file to AAS, the license details can
be confirmed through the AAS.

@ Actiphy Authentication Service (AAS) @2 @X

Registered Product Keys } Clients o
Al red et levs Host Name IP Address Product (Version) First Activa
Al product keys
Activelmage Protector 2022 with HyperAgent Basic Virtual for Host 0S

erver Linux Virtual for Guest 0S

Activelmage Protecto

Events

Type Time Category Message

[i] 2022/02/24 18:19:56 Server Set operation mode to Server Mode
i ] 2022/02/2418:19:56 License Apply license bundle file successful
o 2022/02/24 16:44:02 Server Service started [Version: 2.0.1.357]

>> Step 11 Go to Activelmage Protector console which is installed with a
HyperAgent key, [Help] > [License] and click [Activation] button shown in the
“Actiphy Authentication Service Authentication” option to activate the product in
the “AAS detected” section.

(A Activelmage Protector [= ==

Operation View Preferences Utilities Help

m Dashboard License Authentication
~
O Reload License
‘ Backup
0 This product key is not activated.
[ Standby Product Key:
Product Description:  Activelmage Protector 2022 Virtual

Authenticaiton Method:  Unknown

‘ Recovery License Type:  Purchased
Support Valid Unil
Ri Image Manage... Lsst Successful Authenticaiton: ot Activated
& S Activation Type:  Computer-and-hypervisor-based

Total license: 1
This Computer(HyperAgent Self): 1/1
Hyperviser: 1/1

W Virtualization

= Utilities

License Authentication and Activation Options
¥ Local Host ~) Online Activation &3 Offline
Host Name:  win2012r2-hyv-d @) Actiphy Authenticaion Service Authenticaion & ALS detected
Domain:

Following AAS is detected: 192.168.146.134

To activate using Actiphy Authentication Service with 2 new product key, enter below
LogonUser:  Administrator Please make sure that AAS already has target product key added to its collection.

Mounted: Ne [ Activation |

Task: Mone

IP Address:

0.0 % R Close
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>> Step 12 When the activation is successful, “This product key is activated”
will be shown in the License Authentication interface of Activelmage Protector.

Activelmage Protector

Operation View Preferences Utilities Help

License Authentication

B Dashboard
‘ Backup

(] Standby

0 This product key is activated.
Product Key:
Product Description:
Authenticaiton Method:
License Type:
Support Valid Until:
Last Successful Authenticaiton:

‘ Recovery

'\l Image Manage...

Must communicate again:

Activation Type:

W Virtualization

W Uutilities

—I:I-

¥ win2012r2-hyv-d

O Reload License

Activelmage Protector 2022 Virtusl
AAS Activation

Purchased

2/25/2023 4:20:00 PM

2/25/2022 4:26:00 PM

3/27/2022 4:28:00 PM
Computer-and-hypervisor-based
Total license: 1

This Computer(HyperAgent Self): 1/1

Hypervisor: 0/1

License Authentication and Activation Options

¥ Local Host ) Online Activation &3 Offline

Host Name:  win2012r2-hyv-d ¥) Actiphy Authenticaion Service Authenticaion & AAS detected
Domain:

1P Address:

logon User:  Administrator

RescueBoot:  Un-enabled

Mounted: No

Task: None

Close

>> Step 13 After activating the product with the HyperAgent key, please
register the hypervisor. Go to [Preferences] > [Hypervisor], then click [Add
hypervisor].

Preference

b General
LIJ Proxy

[=] Notification

O Host Name Type Version IP Address State

¥ Deduplication
& Alert

‘{% Console

I HyperBack
[ Hypervisor
@ Online Portal

[ Remove JL Test Connection J

( Add Hypervisor... I

Cancel

==

© Copyright 2022 Actiphy, Inc. All Rights Reserved. 11



Confirm that the [Agentless backup] option listed in the [Configure hypervisor

role:] is ticked, then click [OK].

Microsoft Hyper-¥Y

VMware ESXi
Microsoft Hyper-Y

HAUTTTITITSOIracuT

Dornain

Configure hypervisor role:

Agentless bakcup

Please enter login credential that is valid for both Hyper Agent
(this) machine and Microsoft Hyper-Y machine,

Cancel

After confirming the registered hypervisor information, click [Apply] then [OK].

© General (] Host Name Type Version IP Address State
8 Proxy M WIN2012R2-HYV-D Hyper-V  Microsoft ... 127.0.0.1 connected

Notification
%) Deduplication
5 Alert

@ Console

£ HyperBack
& Hypervisor
@ Online Portal

[ Remove ][ Test Connection J

© Copyright 2022 Actiphy, Inc. All Rights Reserved.
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>> Step 14 if you would prefer to run agent-based backups, Go to Activelmage
Protector console which is installed with a Guest key, [Help] > [License] and click
[Activation] button shown in the “Actiphy Authentication Service Authentication”

option to activate the product in the "AAS detected” section.

8 Activelmage Protector

Operation View Preferences Utilities Help

7 win-4a4cq0351Tk
B Dashboard

‘ Backup

& volume Backup

- File Backup

‘ Recovery

E’ Image Manage...

¥ Virtualization
W Utilities

" Local Host

Host Name:  win-4a4cq03517k
Domain:

IP Address:

Logon User:  Administrator
RescueBoot:  Un-enabled
Mounted: No

Task: None

License Authentication

o This product key is activated.

Product Key:
Froduct Description:
Autenticaiton Method:
License Type:

Support Valid Until:

Last Successful Authenticaiton:

Must communicate again:

License Authentication and Activation Options
~) Online Activation

©) Actiphy Authenticaion Service Authenicaion

O Reload License

Activelmage Protector 2022 Virtual
AAS Activation

Purchased

2/25/2023 4:20:00 PM

2/25/2022 4:26:00 PM

3/26/2022 11:35:00 PM

€3 Offline

& AAS detected

Close
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